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Disclaimer

- ETOOMANY sub topics to cover in 30 minutes

→ Dig your own rabbit hole at the end...if you like.



Definition

“Network forensics is the capturing, recording and analysis 
of network events
in order to discover the source of security attacks.” 

- Marcus J. Ranum



Motivation
- Packets never lie!
- “Starring packets to death”
- Solving puzzles <3



Technique - Forensic Network Data Types

Reveals Use case

PCAP What exactly went across the wire, 
most complete form of network 
monitoring

Deep dive & low level

Flow data Amount of data transferred, time, 
patterns

Retrospective analysis & statistical flow 
analysis for traffic that hides in less 
obvious communications

Log/Alerts Depending on Loglevel
Events, outages, attacks, invalid 
parameters,....

Aggregated and corelated log analysis



Technique & Tools

Passive traffic capture Active traffic capture

Wireshark!!!11!! Basically Proxies ¯\_(ツ)_/¯

Microsoft Message Analyzer   Port forwarding-Proxy

tcpdump, netsh trace, tshark   SOCKS-Proxy

strace, dtrace   HTTP-Proxy

Sysinternals Process Monitor   Reverse Proxy

tcpflow, foremost ...

...

http://dtrace.org/guide/preface.html#preface
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Bad Rabbit
Malicious website:
http://1dnscontrol.com/index.php
http://1dnscontrol.com/flash_install.php

install_flash_player.exe

C:\windows\infpub.dat

C:\windows\dspci.exe

C:\windows\cscc.dat

Propagating within network via
- SMB+WMI
- SMB+SCM
- SMB1+MS17-010

file encryption routine

Reboot via scheduled tasks
- drogon
- viserion_<minutes>

Mimikatz launch (SeDebugPrivilege)

http://1dnscontrol.com/index.php
http://1dnscontrol.com/flash_install.php


Bad Rabbit - Analysis Setup

192.168.56.101
WALNUT\flock3
WinXP SP3 32Bit

192.168.56.102
PEANUT\flock3
WinXP SP3 32Bit

Toolset
Wireshark, tcpflow, foremost

Malware Sample
SHA256:   
630325cac09ac3fab908f903e3b00d0dadd5fdaa0875ed8496fcbb97a558d0da  



Bad Rabbit - Capture



Bad Rabbit - Workflow
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Bad Rabbit - Workflow



Down the rabbit hole…Books!
- TCP/IP Ilustrated - W. Richard Stevens

- Attacking Network Protocols - James Forshaw

- Practical Packet Analysis - Chris Sanders

- Network Forensics - Tracking Hackers through Cyberspace
Sherri Davidoff, Jonathan Ham

- SANS Institute Reading Room 
https://www.sans.org/reading-room/ 

https://www.sans.org/reading-room/


Down the rabbit hole…Conferences&Trainings
- SharkFest https://www.youtube.com/user/SharkFest2015/playlists 

- e.g. SF16EU - Forensic Network Analysis by Christian Landström 

- incl. SharkBytes
 

- @netdetect - Betty DuBois
- https://www.netdetect.co/sharkfest-europe 

- @LauraChappell 
- Wireshark Core Training Courses 

https://www.youtube.com/playlist?list=PL_yWypNx3Y8A279XnAEVqYjNl0HJ7_MFV 

https://www.youtube.com/user/SharkFest2015/playlists
https://www.youtube.com/watch?v=UbNqfQFQHZw
https://twitter.com/netdetect
https://www.netdetect.co/sharkfest-europe
https://twitter.com/LauraChappell
https://www.youtube.com/playlist?list=PL_yWypNx3Y8A279XnAEVqYjNl0HJ7_MFV


Down the rabbit hole… Practice
- @malware_traffic

- http://www.malware-traffic-analysis.net 

- http://forensicscontest.com/puzzles 

- CTF Forensic Challenges, hint:
https://ctftime.org/tasks/?hidden-tags=network%2Cforensics 

& Setup a suitable lab environment (@da_667 might help)

https://twitter.com/malware_traffic
http://www.malware-traffic-analysis.net
http://forensicscontest.com/puzzles
https://ctftime.org/tasks/?hidden-tags=network%2Cforensics
https://twitter.com/da_667


$ strace -e trace=network,write presentation

…
socket(PF_INET, SOCK_STREAM, IPPROTO_TCP) = 3

connect(3, {sa_family=AF_INET, sin_port=htons(1337),

 sin_addr=inet_addr("255.255.255.255")}, 16) = 0

write(3, "Thank your for your attention!\n", 31) = 31

…


